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Don’t Get Tricked: Protect Your
Finances from Online Scams

Stay Safe: Protect Yourself from Scams & Identity
Theft

We've seen a rise in scam activity lately, and we want to arm you with the
knowledge and tools to protect yourself from scams and fraudulent
activity. October is Cybersecurity Awareness Month — and while kids
are out hunting for treats, scammers are out hunting for victims. They’re
getting smarter, mimicking trusted institutions, using real logos, and
creating convincing emails or texts to trick even the savviest people.
Staying alert is your best defense.

The Rising Cost of Fraud

According to the FBI's 2024 Internet Crime Report, total losses were up
33% from 2023. Individuals over 60 suffered the highest financial losses
— nearly $5 billion, almost double the $2.5 billion reported by those aged
50-59. Fraud is often underreported, but every case represents a real
person whose trust was exploited.

& What NOT to Share Over the Phone

Fraudsters often pretend to be banks, government agencies, or tech
support.
Never share your:

e Social Security number
e Bank or credit card details
* PINs, passwords, or one-time verification codes
Red Flags:
e Urgent pressure to act immediately
e Threats of arrest, fines, or account closure
e Requests for payment via gift cards or cryptocurrency

Tip: Hang up and call the company directly using a verified number.

Phishing & Smishing (Email and Text Scams)

Fake messages often look official — or come from a “friend” asking for
help.

Common Tricks:

e Fake invoices or “security alerts”

e “Unpaid toll” or “package delivery” texts

¢ Links that look real but include extra letters or domains
How to Stay Safe:

e Hover over links before clicking

e Don’t open attachments from unknown senders

e Go directly to a company’s official website to confirm a bill or alert

Al-Powered Shopping Scams

Artificial intelligence makes fake stores and ads look more convincing than
ever.

Double-check web addresses

Avoid shopping through social media ads

Use a credit card for extra protection

Search the store name + “scam” before buying

If it sounds too good to be true, it probably is.

Freeze Your Credit

A simple, free way to add protection:
¢ Contact Experian, TransUnion, and Equifax
¢ Request a credit freeze
e Keep your PIN or password secure

e Temporarily unfreeze when applying for new credit

® Romance & Crypto Scams: When Emotions and
Money Mix

Scammers prey on trust and loneliness — especially online.
Watch out if:
e Someone you’ve never met asks for money or crypto
e They claim to be overseas or always cancel plans
e They profess love quickly or try to isolate you from friends/family

No legitimate company or partner will ever ask you to pay in
cryptocurrency.

Protect What Matters Most

Scammers are getting more creative — but so can you.

Stay alert, question what feels off, and trust your instincts.

Small precautions — like checking a link twice or freezing your credit —
can make a big difference.

Helping you run the long race — safely and confidently.
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Important Information

This material is for general information only and is not intended to provide specific advice or recommendations for any
individual. There is no assurance that the views or strategies discussed are suitable for all investors or will yield positive
outcomes. Investing involves risks including possible loss of principal. Any economic forecasts set forth may not develop as

predicted and are subject to change.

References to markets, asset classes, and sectors are generally regarding the corresponding market index. Indexes are
unmanaged statistical composites and cannot be invested into directly. Index performance is not indicative of the performance
of any investment and do not reflect fees, expenses, or sales charges. All performance referenced is historical and is no

guarantee of future results.
All data is provided as of October 1, 2025.
All index data from FactSet.

The Standard & Poor’s 500 Index (S&P500) is a capitalization-weighted index of 500 stocks designed to measure performance

of the broad domestic economy through changes in the aggregate market value of 500 stocks representing all major industries.

There is no guarantee that a diversified portfolio will enhance overall returns or outperform a non-diversified portfolio.

Diversification does not protect against market risk.

Past performance does not guarantee future results.

Asset allocation does not ensure a profit or protect against a loss.
This material was prepared by LPL Financial, LLC.
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Securities offered through LPL Financial, Member FINRA & SIPC. Investment advice offered through IFG Advisory, LLC, a
registered investment advisor. IFG Advisory, LLC, and Marathon Financial Strategies Group, Ltd. are separate entities from LPL
Financial.

The LPL Financial representative associated with this website may discuss and/or transact securities business only with residents
of the following states: Alabama, Arizona, Florida, Georgia, Louisiana, Maryland, Michigan, South Carolina, Texas.

View this firm’s Relationship Summary

This informational email is an advertisement and you may opt out of receiving future emails. To opt out, please click the
"Unsubscribe" link below.
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